. TURK-ALMAN UNIVERSITESI HUKUK FAKULTESI
‘ TURKISCH-DEUTSCHE UNIVERSITAT FACULTY OF LAW
LAW DEGREE PROGRAM
COURSE SYLLABUS

Code Academic Year Semester
HUK278 2 4

Title LE TU LA ECTS
Artificial Intelligence and IT Criminal Law 2 - - 2
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Level Bachelor X Master Ph.D.
Program Law

Forms of Teaching and Formal Education

Learning
Course Type Compulsory Elective X

.. Purpose of the lecture is to introduce the IT criminal law to students who are interested in
Objectives

the field of informatics criminal law and to teach crime types.

After giving general information about this field within the scope of IT criminal law course,
Content related crime types are explained and criminal procedure institutions specific to this field
are emphasized.

Direct Instruction Method

Method and Technique

Requirements

e R Prof. Dr. Ali Kemal Yildiz

Prof. Dr. Ali Kemal YILDIZ - Assoc. Prof. ismail CINAR, Dr. Oguz BANDIR, Dr. Bilal
OSMANOGLU, Dr. Kazim Furkan AGKUS
R.A. Asli Ekin YILMAZ, R.A. Can Eralp ELIBOL, R.A. Riiveyda YAVUZ, R.A. Sabah Mine CANGIL

Lecturer(s)

Assistant(s)

Internship status of the course

Murat Volkan Diilger, Bilisim Suglari ve internet iletisim Hukuku, Seckin, Ankara, 2022; Didem

RN Yeldan, Siber Suclar, Eylil 2023

Other Sources Zeynel Kangal, Yapay Zeka ve Ceza Hukuku, Oniki levha Yayincilik, istanbul, 2021.
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Social Sciences

100

Educational Sciences

Natural Sciences
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Special Field

Count Percentage (%)
Midterm Exam 1 40
Quiz
Assignment
Attendance
Tutorial
Project
Final Exam 1 60
Total 100
Count Duration Work Load (Hours)
Lectures 14 2 28
Self-Study
Assignments 14 2 28
Presentation/Seminar
Preparation
Midterm Exam 1 2 2
Tutorial
Laboratory
Project
Final Exam 1 2 2
Total Work Load 60
ECTS Points (Total Work Load / 30) 2

1 To learn general principles of IT criminal law.
2 To learn the crimes, which were established in the field of informatics.
3 To discuss important court decisions in IT criminal law.
WeekyComtent
1 Definition of the concept of informatics and computer crimes
2 Methods of committing cyber crimes
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3 Criminological evaluation of cyber crimes and its relation with economic crimes

a Social media and its relation with IT criminal law

5 International dimension of cyber crime

6 Crimes in the field of informatics I: TCC Art. 243

7 Crimes in the field of informatics II: TCC Art. 244

8 IT criminal law Midterm Exam

9 Crimes in the field of informatics Ill: TCC Art. 245 — TCC Art. 245/A

10 Cyber crimes within the scope of crimes against property: TCC Art. 142/2-e — TCC Art. 158/1-f

11 Other crimes that can be committed through the information system: TCC Art. 124, 125, 132, 133, 134.

12 Protection measures for the information system: Code of Criminal Procedure Art. 134

13 The concept of digital evidence and the stages of forensics

14 Measures to be taken in the fight against cyber crimes

15 Final Exam

P1 P2 P3 P4 P5 P6 P7 P8 P9 P10

1 5 4 5 4 5 4 5 4 1

2 4 2 5 2 4 2

3 4 5 5 5 5 5 5 5 5
Contribution Level ‘ 1: Low 2: Low-intermediate 3: Intermediate 4: High 5: Very high
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